ABSTRACT Wireless sensor networks (WSNs) deployed in harsh environments, i.e., battlefield and natural disasters areas, often suffer from the problems of the deliberate attack, hardware failure, and energy depletion. It is crucial to propose the fault-tolerant and energy-efficient evolution models to accomplish tasks of applications in these environments. Previous studies have reported that scale-free (SF) topologies can improve the fault-tolerance of WSNs. However, energy-efficiency is less concerned in most of these SF WSNs models. In addition, previous models took only node degree into account in calculating connection probabilities between two nodes, topological characteristics, which can enhance reliable communication, are rarely considered. To address these shortcomings, we present three new SF-evolution mechanisms (ECN, ELP, and ELCP) of large-scale WSNs from the novel aspect of link prediction. Specifically, three well-known link prediction methods, which are topology concerned, named common neighbors (CN), local path (LP), and local community paradigm (LCP) are adopted in the corresponding models to enhance energy-efficiency of SF-WSNs. Meanwhile, residual energy and degree capacity are taken into consideration in the proposed models to balance the node energy consumption. We also explore the degree distribution of networks generated by our models and present the theoretical derivation of it. The experimental results demonstrate that our proposed models can generate SF-WSNs topologies with better fault-tolerance and higher energy-efficiency by comparing with a candidate clustering-based algorithm and other two SF enhancing algorithms. Moreover, ELCP's performance is the best among the three models, followed by ELP and ECN.
I. INTRODUCTION
Large-scale wireless sensor networks (WSNs) usually consist of numerous limited power nodes with sensing, computing, and wireless communication capabilities [1] , [2] . These randomly distributed nodes in a large area construct a self-organized network topology, that is expected to fulfill the needs of a wide variety of applications [3] , [4] . Especially, in many applications within harsh environments, i.e., volcanic monitoring [5] , [6] , forest fire prevention [7] , and special military surveillance [8] , they often require dense deployment for reliable and efficient data transmission. However, due to the long-term data acquisition over a long transmission distance, sensors run out of their energy over time. Meanwhile, sensors also suffer from random attacks and hardware failures, which results in the failures of nodes. The failed sensor nodes will destroy the connectivity of the network, will decline the efficiency of the data aggregation and will even lead to entire network damage [9] . Therefore, the primary aim of our work is to design appropriate evolution models to generate reliable topologies in large-scale WSNs with the minimum overall system cost and fault-tolerance improvement.
In order to guarantee higher quality services, it is necessary for a WSN to enhance the energy-efficient and fault-tolerant infrastructures against random or malicious attacks. Numerous methods in topological models have been proposed to achieve this goal [10] - [13] . Among them, ''small-world'' topologies were studied to improve the efficiency of resource discovery in large-scale WSNs [10] , [11] .
In [12] , a disjoint path vector (DPV) approach was used to construct a fault-tolerant topology in large-scale WSNs. In [13] , a distributed and adaptive topology-control approach was proposed to maximize network fault-tolerance. Additionally, a top-down network topology evolution approach was proposed to improve the QoS-relevant performance of wireless multi-hop networks [14] . Importantly, in recent years, an enormous amount of researches have proven that SF 1 topologies generated by Barabási-Albert (BA) 2 model are considered to be fault-tolerant in dealing with random attacks. As a consequence, many studies are dedicated to building SF topologies for fault-tolerance improvement of WSNs [17] - [20] .
It is noteworthy that, during the evolutional phase in previous SF-WSNs evolution models, one selected node gets higher preferential attachment probability to connect to the node with a large degree, i.e., the hub node. Node degree is treated as the most important feature for calculating connection probability between two nodes. This means the larger degree of hub nodes, the more opportunities for them to attract new nodes to build connections with them. However, the energy power is limited for each node in WSNs. Hub nodes tend to exhaust their energy quickly because of unbalanced energy consumption, which leads to unpredictable nodes failures, and significantly degrades the network performance [21] , [22] . The problem will become more severe due to an increased nodes number in large-scale WSNs, and will seriously destroy the energy-efficiency of WSNs [23] . As a consequence, most of these studies only focus on improving network fault-tolerance by constructing SF-WSN topologies, few pay attention to energy-efficiency of these SF-WSNs.
Considering the above factors, in this study, we focus on improving energy-efficient performance of SF-WSNs. We find that little attention has been devoted to the physical layer topologies (PLT) when connections are built between two nodes in previous SF evolution models. Comparing to node degree used in previous models, PLT provides more meaningful structured information, which can significantly affect the performance of WSNs. As shown in Fig.1 , network links in network layer are established based on PLT. PLT is the basis for the design of different clustering protocols and network routing protocols. It plays a vital role in network properties, such as network lifetime, communication reliability, energy consumption, throughput, and transmission latency [24] - [27] . Therefore, PLT-based methods are adopted in this study to establish reliable network links of large-scale WSNs.
In this study, we propose three new evolution models called Energy-aware Common Neighbors (ECN), Energy-aware Local Path (ELP), and Energy-aware Local Community Paradigm (ELCP), respectively, to improve the 1 Scale-free(SF) network is one of the most important categories in complex networks. The degree distribution of an SF network follows a power law [15] . 2 The BA model is a well known model to generate SF topologies by employing growth and preferential attachment(PA) mechanism [16] . energy-efficiency of SF topologies in large-scale WSNs. In particular, our models define the connection probability between any two nodes based on a novel aspect named PLT-based link prediction and several practical limitations, i.e., residual energy and communication radius of large-scale WSNs. Comparing to previous SF-WSN models which take only node degree in calculating the connection probability, PLT-based link prediction can provide more structured topological information to achieve better link reliability for networks modeling. As shown in Fig.3 , Common Neighbors (CN) [28] considers the neighborhood overlap between two nodes in link establishment. Local Path (LP) [29] takes structures of paths with two and three hops between two nodes into account. Local Community Paradigm (LCP) [30] considers not only the topological structures of the neighborhood overlap between two nodes, but also the connections among the common neighbors. These common neighbors form the local community between two disconnected nodes, the more connections in this community, the higher connection stability between these two nodes. These three methods are adopted because they can achieve much higher prediction accuracy compared with other methods. Meanwhile, degree capacity is defined for limiting the maximum degree of node, which balances the energy consumption of nodes and improves the energy-efficiency.
The main contributions of this paper are as follows:
1) The growth and preferential attachment(PA) mechanism of BA model are adopted in our proposed models (ECN, ELP and ELCP), so that we can generate SF-WSNs topologies to improve the fault-tolerance of large-scale WSNs. 2) Three PLT-based link prediction methods, i.e., CN, LP, LCP, and some practical limitations of large-scale WSNs, are adopted in our proposed models to calculate connection probabilities between any pair of nodes. These link prediction methods consider various topological structures to enhance reliable network links for communication. Thus, we can get an increase in energy-efficiency of SF-WSNs. To the best of our knowledge, this is one of the first attempts of using PLT-based link prediction to solve the problem of connection probability in WSNs. 3) We present a detailed performance analysis on network energy-efficiency and fault-tolerance. Moreover, the mean-field theory is provided to analyze the degree distribution of our generated large-scale WSNs topologies.
The remainder of this paper is organized in the following aspects: In Section II, we briefly describe the related works and motivations. In Section III, we elaborate on the system model, both the network topology model and the energy consumption model are presented. In Section IV, we present a detailed description of the proposed evolution models based on link prediction, including the benefits of using local topological structures, definitions of three preferential connection probabilities and descriptions of the evolution models. Then, we give the theoretical analysis of the degree distribution of our generated WSNs topologies in Section V. Section VI shows the performance evaluation of our proposed models on energy-efficiency, scale-free, and fault-tolerance through simulation results analysis. Finally, in section VII, we draw the conclusion.
II. RELATED WORKS AND MOTIVATIONS
In this section, we review the related works from two aspects: the methods for generating SF-WSN topologies and the recent studies of link prediction. Then, we describe the motivation of adopting link prediction in the modeling of large-scale WSNs.
A. SF-WSN TOPOLOGIES
According to the concepts of SF and BA model, numerous studies have been devoted to promoting the fault-tolerance of WSNs by designing reasonable topologies. Qiu et al. [17] presented a new modeling mechanism of WSNs based on SF networks in theory. They considered constraints of node communication range and the maximum node degree in their practical evolution model, which significantly improved the fault-tolerance of WSNs against malicious attacks. Similarly, Jiang et al. [31] built an SF-WSN topology by proposing a local-area-based evolution model. Degrees of local neighbors, transmission range and degree saturation were taken into consideration. Results indicated that the model could generate topologies with better tolerance against random failures comparing to other non-SF-WSNs topologies. Moreover, Liu et al. [32] proposed an SF model of WSNs with the ability to adjust scaling exponent for degree distribution. The model could generate topologies with not only robust fault-tolerance against random failures but also strong intrusion-tolerance against selective remove attacks. Ding et al. [33] proposed a systematic approach to generate SF-WSNs in smart grid. The approach considered some unique features of smart grid such as geographic area and radio transmission range. The authors performed a detailed theoretical analysis to confirm the SF topologies of WSNs generated by their approach.
However, the above-mentioned studies focus on improving the fault-tolerance in WSN. Few concentrated on the performance of energy-efficiency at the same time. Recently, several works have been done to enhance not only the fault-tolerance but also energy-efficiency of WSNs. For examples, Hu and Li [18] proposed an SF topology evolution model for WSNs with considering some practical limitations of nodes such as residual energy, maximum communication radius, and degree saturation. The model could enhance network survivability and balance the energy consumption. Fu et al. [34] presented a shortcut deploying scheme in SF-WSNs by referencing the concept of small-word to balance the energy consumption of vital nodes. Results indicated that their scheme could significantly prolong the lifespan of SF-WSNs. Similarly, Liu et al. [35] presented a topological evolution model with both small-world and SF concepts. The model made a limitation of long distance in the network for energy balance. Results showed that the model made a significant improvement in network performance including both energy-efficiency and fault-tolerance. Moreover, to construct WSNs topologies with high reliability and survivability, Zheng and Liu [36] proposed two SF topology evolution models with considerations of residual energy, degree saturation, and maximum communication range. Experiment results indicated that the models could balance network energy consumption, and make WSNs topologies with good robustness against random faults and deliberate attacks. Furthermore, it is worth mentioning that, our previous work proposed three topology-based evolution models to improve both energy-efficiency and fault-tolerance of WSNs [37] . These models took not only the practical limitations, i.e., limited energy storage capacity, communication radius, but also topological overlap between any two nodes into consideration in the process of calculating connection probability. Experimental results indicated that topological structures had advantages in improving network energy-efficiency of SF topologies in large-scale WSNs. Additionally, Younis et al. [38] showed the importance of topological structures in affecting the performance of WSNs such as network communication, network coverage, network connectivity, and network reliability. Therefore, we concentrate on proposing topology-based SF evolution models in this work to improve both energy-efficiency and fault-tolerance of large-scale WSNs.
B. LINK PREDICTION
The link prediction problem is essentially dedicated to estimating the likelihood of the existence of a link between two nodes according to observed network topologies and nodes features [39] , [40] . It has been treated as an efficient way to VOLUME 6, 2018 understand the underlying evolving mechanisms of networks. Also, it is widely used in network modeling.
Link prediction has been intensively investigated in various science fields over recent years. For example, in social networks, Fire et al. [41] proposed a link prediction method based on topological features for friendships recommendation. The proposed method could successfully identify new friends of interest online. Similarly, Yu et al. [42] presented a novel link prediction method considering both topological information of paths and node features between two nodes for friendships recommendation. Extensive experiments implied that people were more likely to establish a relationship if they had more common neighbors of lower degrees. Also, Wang et al. [43] used link prediction methods to describe the reason for new connections' generations. Their efforts indicated that link prediction could help people make a better understanding of the evolution mechanisms in social networks. Furthermore, Hu et al. [44] , [45] demonstrated that link prediction could be helpful in connection changes observation and events detection during network evolution. In biological networks, Pan et al. [46] used link prediction for spurious links identification and missing links prediction according to observed network topology and node attributes. In human brain functional networks, Vértes et al. [47] proposed an economical clustering model based on link prediction for brain network construction. The model defined the probability of functional connection between two brain areas from two competing factors: network topology and anatomical distance. The authors tried to explain the principle of brain network organization through the mechanism of link prediction. Moreover, Betzel et al. [48] systematically explored a family of generative models according to various link prediction methods for brain network reconstruction. They aimed to find appropriate connection rules that produce simulated networks with properties similar to observed brain networks. Results indicated that both geometric and topological constraints made a significant influence on the formation of connections in brain network.
C. MOTIVATIONS
As we know, dynamic changes of nodes properties and topological structures have a significant effect on network performance in complex systems during the process of network evolution. However, little is known about how these changes influence the newly appeared and unobserved relations between two existing nodes. Whether the network evolution follows an appropriate rule is neither clear. The objectives of link prediction are to answer the questions above and surmise the fundamental reasons resulting in the existence of links among nodes. We can not only use link prediction to explain the basic evolving mechanisms of network organization [49] but also use pretty link prediction algorithms to generate desired networks topologies [50] . This motivates the adopting of link prediction in this research for topology modeling of WSNs.
Additionally, as a particular type of complex networks, large-scale WSNs are gradually becoming prevalent for various applications, concentrating on reliable and efficient data transmission. WSNs accomplish monitoring tasks of different applications through flexible network topologies. The process of constructing these topologies is to predict undiscovered links during the topological evolution of WSNs. Therefore, link prediction can be used in topology modeling of WSNs. Moreover, network links of WSNs decline or even break off along with the changes of environment or nodes failures, which can also be judged by link prediction. Thus, referencing methods of link prediction, we can take control and get expected network topologies of WSNs.
Interestingly, PLT is seldom considered in WSNs modeling, although they provide a fundamental guarantee for data transmission. PLT represents the physical links among nodes within their maximum communication radiuses, as shown in Fig.1 . Connections in PLT change as soon as one node breakdowns or runs out of its energy. These changes make a significant impact on network links in the network layer. Therefore, the state of PLT significantly affects the network performance. Here, our work on large-scale WSNs was motivated by PLT-based link prediction, where we studied the preferential connection probabilities between two nodes for various evolution models according to different topological structures. It is pretty remarkable to realize that, PLT-based link prediction provides multiple connection strategies in large-scale WSNs modeling.
III. SYSTEM MODEL DESCRIPTIONS
In this section, we introduce the system model of our work, including the network topology model and the energy consumption model. The network topology model describes the network construction process. The energy consumption model makes a detailed explanation of energy depletion during the process of data aggregation, message transmission, and network evolution.
A. NETWORK TOPOLOGY MODEL
The primary goal of the network topology model is to develop large-scale SF network topologies for cluster-based WSNs. Assuming that Z = Bs CHs SNs represents the nodes set contains three different kinds of nodes types. Bs is the base station set with Sink, CHs represents the subset of cluster heads, and SNs indicates sensor nodes set of cluster members. Considering that nodes in CHs need to aggregate and forward the messages gathered from other CHs and SNs to Bs, CHs are designed with higher hardware conditions, such as higher initial energy and transmitted power. We also set |CHs| = p × |Z | , where p is the fraction of CHs, and |Z | represents the number of nodes in Z . All sensor nodes are deployed in a two-dimensional monitoring area H × H (m 2 ) with a reasonable size and uniformly random distribution. Each node keeps the information of its position. The Sink is placed in the center of the area. It is responsible for initializing message aggregation and giving orders to gather messages. represents the residual energy of node n in round j using for links establishment after the data aggregation phase.
We assume that nodes within the same set have the same transmission radius and computational capabilities, however, these properties are different among various nodes sets.
The data collection process of the system model operates round by round over time, as shown in Fig.2 . Each round involves two phases, starting with the network setup phase, followed by the data aggregation phase. At the beginning of each setup phase, each node needs to calculate the residual energy after energy consumption in previous data aggregation phase. Then, new-incoming nodes are selected, and new edges will be established continuously according to the processes of the three proposed evolution models. At the end of the setup phase, hierarchical SF topologies of the large-scale WSNs are generated. The generated network topology can be represented by a geometric graph g(ν, ω). ν represents the vertices set that have been added into g, and they are selected from Bs, CHs, and SNs. ω denotes the network links set established in ν. At the beginning of the setup phase, only the Sink node is added into ν, i.e., ν = Bs, and other nodes in Z are added into ν continuously until ν = Z . Then, the data aggregation phase begins and achieves the job of environment perception and messages transmission from the sensor nodes to Sink. In our work, each data aggregation phase consists of times of messages collection, fusion, and transmission. Network links are divided into four types in the data aggregation phase of our work. They are links between CHs and Bs, links between CHs and CHs, links between CHs and SNs, and links between SNs and SNs. Assuming that σ v = (v) (Z \ ν) represents the candidate nodes set of a new incoming node v, and (v) indicates the neighbors of v in the physical layer topologies. Node v can only select the node from σ v to establish the network link in the network layer. In our work, it considers heterogeneous energy models, assigning CHs higher initial energy than SNs. The initial energy e 0 v of nodes follows an even distribution in the range [e .v ,ė v ], e .s ≤ė s ≤ e .c ≤ė c ,∀s ∈ SNs ,∀c ∈ CHs, and r c ≥ r s , where r c and r s are the maximum communication radius of CHs and SNs respectively. k v represents the degree of node v, means the network link number of node v.
B. ENERGY CONSUMPTION MODEL
The energy consumption model considers energy consumption in both network setup phase and data aggregation phase. In network setup phase, constant energy is consumed when establishing one new network link. Additionally, in data aggregation phase, sensors consume their energy in the process of messages receiving, fusing and transferring. According to the first order radio model [51] , [52] , energy consumptions on transferring or receiving l bits of messages between two nodes are given by (1), (2) and (3).
where e elec indicates the energy cost by transmitter or receiver when processing one-bit message. d represents the distance between a processing node and a receiving node, ε fs and ε mp are the amplifier power of the transmitter amplifier model, d 0 represents the threshold to decide which ε should be adopted in equation (1). e r denotes the energy consumption while receiving messages. In this work, we assume that the transmission and receipt power are different, the receiver does not consider the amplifier power. In addition, messages fusion is taken into account for CHs in the phase of data aggregation, which dissipates extra energy. For CHs, assuming that e df represents the energy consumption of messages fusion for processing one-bit message, then the energy cost e c for receiving, fusing and transmitting l bits of messages is calculated by
IV. EVOLUTION MODELS BASED ON LINK PREDICTION PRINCIPLES
Taking the growth and preferential attachment (PA) mechanism of previous SF models into consideration, in this section, we propose three evolution models ECN, ELP and ELCP based on PLT-based link prediction principles to improve the energy-efficiency and fault-tolerance in large-scale WSNs. Link prediction with considering the local topological structures in PLT can help the evolution models build reliable links for communication in WSNs. In the following subsections, we demonstrate the benefits of using local topological structures, then make a detailed illustration of the three proposed preferential connection probabilities, and describe the process of the evolution models.
A. BENEFITS OF USING LOCAL TOPOLOGICAL STRUCTURES
Link prediction algorithms based on local topological structures are widely used for large-scale complex networks modeling because of their high accuracy of probability prediction and low computational complexity [53] , [54] . The preferential attachment mechanism in BA model can be easily extended to the evolution models of WSNs, with the consideration of nodes properties, i.e., residual energy, node degree and physical distance between two nodes. Such nodes FIGURE 3. Preferential connection probabilities calculation of BA and three PLT-based link prediction methods named common neighbors(CN), local path(LP) and local community paradigm(LCP). The preferential connection probability between the black dot node pair (n,v) is represented by S(n,v). S(n,v) is used to estimate the likelihood of the existence of a link between two nodes according to observed network topologies and nodes features. For BA, the larger degree of node n and node v, the higher S(n,v) between them. Furthermore, the node directly links to both n and v is called the common neighbor of them. The three PLT-based link prediction methods used in our proposed evolution models are all based on common neighbors for calculating S(n,v). For CN, only the common neighbors between n and v contribute to S(n,v). For LP, the path from n to v with length three, shown by the green lines, also devotes to S(n,v). For LCP, the common neighbors between n and v are treated as the local community of the node pair (n,v), the links in this community, shown by orange lines, make a further contribution to S(n,v). Obviously, our proposed PLT-based link prediction evolution models can provide more topologies information for establishing reliable connections between two nodes.
properties are utilized to make evaluations of the preferential connection probability during network evolution. A node prefers to select the node with the largest connection probability to establish the network link. Comparing with these nodes features, local topological structures of PLT, i.e., CN, LP, and LCP can provide more information for calculating the preferential connection probabilities among nodes, which can help build more reliable links. Consequently, local topological structures are expected to be adopted in formulating better evolution models in our work. Furthermore, we prefer to work with local topological structures based algorithms of link prediction, since the network topology is relatively easy to obtain.
B. PREFERENTIAL CONNECTION PROBABILITY OF THE EVOLUTION MODELS
As we know, the energy consumption rate of the node is proportional to the size of their degree. The cluster heads who are close to Sink usually exhaust their energy faster than other nodes because of a large number of links. Thus, nodes with large degrees die quickly, which brings the problem of energy hole [21] . In this study, the proposed models define the degree capacity to solve this problem. The degree capacity limits the total number of network links for each node to achieve balanced energy consumption.
The degree capacity of node n in the j-th round of the evolution is expressed byk j n , which can be calculated by equation (5) .k 
wherek 0 n represents the largest number of network links that can be established with maximum initial energy e 0 n , e j n anḋ e n are the residual energy of n in round j and the largest initial energy of node n, respectively. Then βk j n denotes the maximum energy consumption for establishing network links of node n in round j, and β represents the constant energy consumption when establishing a new network link [55] . In each round of the evolution, network links are continuously established along with the adding nodes to g(ν, ω), and the residual energy reduces as soon as one link is established. The node will be removed from the candidates set once it reaches its degree capacity. Therefore, with the description of degree capacity above, here we defineẽ j n as the residual energy using for links establishment in round j of node n, which is expressed as
e j n will be used in the definition of the preferential connection probabilities.
Then, three link prediction principles based on local topologies are defined in the following part. We define the rules of network evolution or the fundamental motivations for network growth as link prediction principles. The link prediction principles can be used to calculate the preferential connection probabilities between two nodes in large-scale WSNs, as shown in Fig.3 . The probabilities are adapted to assess the link quality between the new incoming node and the nodes in Z \ ν. The new incoming node v calculates the connection probabilities with its candidate node n(n ∈ σ v ) according to formulas (7), (8) The definitions of the three preferential connection probabilities are as follows:
Definition of the Connection Probabilities One: Energyaware common neighbors (ECN), | (n) j (v) j | is used to express the common neighbors (CN) between the new incoming node v and its candidate node n, (v ∈ ν, ∀n ∈ σ v ). CN means the larger number of common neighbors the higher link probability between n and v. Furthermore, to assign n with high residual energy a higher preference, we define the connection probability of ECN as a product of the common neighbor number and the residual energy of node n. Then, in round j, the ECN connection probability between n and v can be written as
Definition of the Connection Probabilities Two: Energyaware local path (ELP), local path (LP) provides a more accurate link probability computation than CN, it takes the consideration of the paths whose length is three between the new incoming node v and its candidate node n [29] . LP is calculated by LP(n, v) = (A 2 ) n,v + ξ (A 3 ) n,v , where A is the adjacent matrix of networks in the PLT, and (A m ) n,v presents the number of the paths between n and v, whose length is m. ξ indicates the weight factor of (A 3 ) n,v . Clearly LP is equivalent to CN if ξ = 0 . This measure increases the link probability between two nodes if there are more paths with the length of two and three between them. By considering the residual energy as well, in round j, the ELP connection probability between n and v becomes
Definition of the Connection Probabilities Three: Energyaware local-community paradigm (ELCP), the previous study indicates that topologies of complex networks always present the characteristic of local communities [30] . The Local Communities Paradigm (LCP) makes two nodes well connected if their neighbors link into a tight community. LCP is represented by
where LCL(n, v) is the number of connections among the common neighbors. Comparing with CN who only takes the number of common neighbors into account between n and v, LCP also takes the links among these common neighbors into consideration when computing the link probabilities. The connection probability of ECLP is shown in formula (9) , where γ (s) represents the set of neighbors of node s which is also the common neighbors of both n and v.
C. EVOLUTION MODEL DESCRIPTION
At the beginning of each setup phase shown in Fig. 2 , only the Sink node is in ν = {Bs}. Then, a CH or SN node is randomly selected and added into ν according to the connection probabilities. This process repeats until all the nodes are added in ν, and different network topological structures will be built at the end of each setup phase. The phases of the proposed evolution models are described as follows: 1) Initialization Phase: |Z | nodes are distributed in a square region randomly, and Sink lies in the center of the region. ν is initialized with ν = {Bs}, and PLT is calculated. Then, the neighbor set and candidate node set σ of each node are recorded based on PLT. For example, (v) indicates the neighbor set of a new incoming node v in the physical layer topologies, and σ v = (v) (Z \ ν) represents the candidate node set of node v. Our models start to evolve from the Sink node, then we select |c | CH nodes from the neighbors of Sink according to the largest connection probabilities, and these CH nodes make up the initial cluster set c . The network links are built between each CH node in c and Sink in the Growth phase when the node is randomly selected to add into ν.
2) Growth Phase: In each round, a new incoming node v (CH or SN) is randomly selected from Z and is added into vertices ν. If v comes from the initial set c , it will establish the network link with Sink directly. Otherwise, it will build up the network link with the node in its candidate set σ v . It is worthwhile mentioning that, the node degree of the candidate node in σ v should not overload its degree capacity.
3) Preferential Connection Phase: According to the connection probabilities of ECN, ELP and ELCP computed by (7), (8) and (9) based on PLT, one new incoming node v makes a preferential connection with the optimal node in σ v to establish the link in Growth phase.
To make an illustration of our evolution model, we give a compendious description of ELCP using algorithm 1. ECN and ELP are similar with ELCP except for the part of preferential connection probabilities computation.
V. ANALYSIS OF DEGREE DISTRIBUTION
The degree distribution is an essential attribute of a complex network. It has been shown that the degree distributions of social networks, biological networks, and Internet can be expressed in the form of a power-law distribution [15] , which means that these networks are characterized by SF topologies. To give the theoretical analysis of degree distribution of complex networks, the mean-field theory, main equation, and rate equation are usually adopted [56] . In this work, we utilize the mean-field theory to analyze the degree distribution P(K ) of the WSNs generated by our proposed evolution models ELCP in the first round, and the specific description is as follows.
Firstly, we initialize the network g(ν, ω) and set m 0 nodes in the initialized network. Secondly, a new incoming node is added to the network in each unit time. The newly added node builds m links with the nodes that have not yet joined the network according to the preferential connection probabilities. The number of nodes in the network at time t can be expressed as n t = m 0 +t. As the total number of sensor nodes is |Z |, then at time t the number of nodes that have not yet been added into the network can be expressed as |Z |−(m 0 +t). We assume that there are null links among nodes in the initial network, and at time t the total link number of the network is n t edge = mt. Since the total degree is twice the number of links of the network, so it can be expressed as |Z | i=1 k i = 2mt. Thus, we can calculate the average edges for each noden t edge = mt |Z | . Suppose that the degree of node n at time t is denoted by k n,t , we concentrate on the growth rate of k n,t to analyze the degree distribution of the network. In addition, the link types are various because of different kinds of nodes, and one node of CH type can only connect with another CH, which results in various growth rates between CHs and SNs. So, we will discuss these two aspects separately in the following.
1) the new incoming node v is CH One CH node n in the candidate set σ v is selected to build links with v according to the preferential connection probability n−ELCP , and the probability that n is within the communication range of the newly added v is p 1 = πR 2 c H 2 , H 2 means the size of the square region. The probability that v ∈ CHs is p, the probability that v ∈ SNs is (1 − p) . Then, the growth rate of k v,t can be described as:
in which the candidate set
, v ∈ CHs, and the average number of common neighbors between these two CH nodes v and n is given by
|Z | H 2 (11) in (10) the links number among these common neighbors can be described as
The energy consumption of one node is related to its current degree which is given by βk n . In addition, as we mentioned in equation (5), degree capacity of node n limits the maximum links that can be built with others. Thus, for node n the maximum energy consumption on building links can be denoted as βk n . Therefore, the residual energy can be redefined as 
2) the new incoming node v is SN One CH or SN node n in the candidate set σ v is selected to build links with v according to the preferential connection probability n−ELCP , and the probability that node n is within the communication range of the new incoming node v is
The candidate set is given by
if n is coming from CHs, then, the average number of common neighbors between the CH and SN is given by
and, the links number among these common neighbors can be described as
where ϕ 1 is written as
however, if n is coming from SNs, the average number of common neighbors between two SN nodes v and n is then given by
and the links number among the common neighbors can be described as (23) Assuming that the communication radius of SNs is in (R c /2, R c ), thus, the growth rate of k n,t can be written as
Thus, through above analysis and expressions of equations (17) and (24), we can get the growth rate of k n,t , n ∈ Z , which is given by
where a 1 , a 2 and a 3 are written as
Then we let P(t) = a 1 a 2 −a 3 t , thus, the equation (25) can be simplified and written as
By solving the equation (27), we can get k n,t written as
where
a 3 , and k n · P(t) · e P(t)dt dt = k n /(a 3 t − a 2 ) a 1 a 3 . χ can be obtained by solve the equation (28) with the initial condition k n,t = m
Thus, we can get the growth rate k n,t through the above solutions.
In order to get the degree distribution P(k) of the network, we have to calculate the probability of P(k n,t < k), which can be expressed as follows
Finally, the degree distribution P(k) can be given by
The equation (32) shows that the degrees distribution P(k) in the WSN evolved from ELCP follows a power law, and the power-law exponent λ can be calculated by
VI. SIMULATION AND EVALUATIONS
The simulation compares the performance of energyefficiency and fault-tolerance of the three proposed evolution models with two candidate SF algorithms: robustness strategy for scale-free wireless sensor networks (ROSE) [17] and the energy-aware BA (EABA) [57] . In the ROSE model, the maximum degree of nodes are controlled to prevent excessive energy consumption, and the new incoming node tends to establish one new link with the node of a higher degree. In EABA, a new incoming node prefers to establish the link with the consideration of both nodes degree and residual energy. A tunable coefficient has been introduced into this model to balance the influence of node degree and energy consumption. Both of the two models generate SF topologies in WSNs. Comparing with other clustering-based algorithms, they have verified that their modeling strategies can significantly improve the fault-tolerance for WSNs. Also, the classical BA model without considering the limitation of node degree is performed in our comparison. We evaluate the performance of the proposed models against ROSE, EABA, and BA under the same experimental conditions. The comparison consists of the following aspects. First, lifetime and the balance of energy consumption are discussed to demonstrate the effectiveness of our models on energy-efficiency. Then, the linear regression analysis of degree distribution is performed to prove the power-law characteristic of the generated network topologies. Moreover, we demonstrate the fault-tolerance of SF-WSNs under attacks. 
A. SIMULATION SETUP
We simulated the proposed models using the MyEclipse professional 2014 simulation platform. 5,000 nodes are uniformly deployed in a square region of size 500m × 500m. Initially, CHs are assigned higher energy e 0 n , ∀n ∈ CHs, which is evenly varied from 0.8J to 1J, and they occupy thirty percent of the total nodes. Conversely, the energy of SNs, e 0 n , ∀n ∈ SNs follows a uniform distribution varied from 0.6J to 0.8J. The maximum communication radiuses of CHs and SNs are set to 100m and 80m, respectively. We also set M = 4, 000 bits, which represents the message collected by every node in each round. We run the simulation round by round until all the nodes run out of their energy. For ROSE, the maximum degree of node is set tok 0 n . For EABA, the tunable coefficient is set to 0.5. The detailed parameters of our simulation are listed in Table 1 .
B. ENERGY EFFICIENCY
Network lifetime is a crucial performance metric to evaluate the energy-efficiency of WSNs. A longer network lifetime always along with higher energy-efficiency. Most of the existing work focuses on assessing the lifetime of WSNs with various death ratios (percentage of dead nodes) in the network. In this paper, we select three metrics of death ratio, the first node died time (FNDT) from the round of network initialization, half of nodes died time (HNDT), and all nodes died time (ANDT) when all the sensor nodes run out of their energy [23] . Fig. 4(a) demonstrates the comparison results of alive nodes number in each round between our proposed models and the compared models. As we can see from the simulation results, the proposed models (ECN, ELCP, and ELP) achieve a longer lifetime and slowest energy consumption rate than ROSE, BA, and EABA. For both BA and EABA, the FNDT appear in the first round of the network lifetime, whereas, for ECN, ELCP, and ELP, the FNDT appear in round 93rd, 97th, and 87th, respectively. For ROSE, the FNDT appears in the 68th round. The HNDT of ECN, ELCP, and ELP are in the rounds of 142nd, 151st and 141st, which are much longer than that of BA and EABA whose HNDT are in rounds of fifth and 27th. Although the HNDT of ROSE (110th) improves a lot than BA and EABA because of the limitation of the maximum degree of node, it is at least 31 rounds less than our models. Additionally, the ANDT of our models are all longer than ROSE, BA, and EABA.
Moreover, connectivity is an important property to evaluate the performance of WSNs. Network operations can be severely hampered when network connectivity is lost. To illustrate the connectivity of alive nodes in Fig. 4(a) , we further explore alive nodes number connected with Sink in each round across the lifetime of WSNs. As shown in Fig. 4(b) , the results indicate that ECN, ELCP, and ELP present higher connectivity than that of ROSE, BA, and EABA. The improvements of our models on lifetime and connectivity are mainly attributed to two reasons: (1) the local topological structures of PLT are taken into consideration during the network topologies constructions, which results in reliable network links in WSNs; (2) degree capacities are used to constrain the degree of node so that nodes with larger degree do not exhaust energy quickly. Both of them significantly enhance the energy-efficiency of large-scale WSNs. Fig. 5 shows the total residual energy of different evolutional models across the network lifetime. More total residual energy left in each round implies a more prolonged network lifetime and a more balanced energy dissipation. The total residual energy of the network makes a significant influence on the network energy-efficiency. The simulations demonstrate that ELCP generates network topologies with the most total residual energy over the network lifetime, followed by ECN and ELP. For BA and EABA, without controlling the maximum degree of nodes, nodes consume excessive energy and die quickly. Therefore, there are significant gaps between these two models and ours. For ROSE, an improvement of total residual energy has been made because of the limitation of the maximum node degree. All the results in Fig.4 and Fig. 5 show that energy-efficiency of our proposed models outperform other candidate models.
C. SCALE-FREE
Network topologies being SF implies higher fault-tolerance against nodes failures. The power-law property is considered one of the essential features of SF networks. The most common method to analyze the power-law property of networks is degree distribution. In section V, the theoretical analysis indicates that the degree distribution of large-scale WSNs topologies generated by our proposed models ELCP shows the feature of power-law, P(k) ∼ k −λ , where λ represents the power-law exponent. To further identify the power-law property of our generated topologies by simulation, in this subsection, the linear regression analysis of the degree distribution is performed on a double-logarithmic coordinate. Simulation results indicate that our proposed models can generate SF-WSNs topologies that display the characteristic of power-law. Fig. 6 shows the average simulated results on degree distributions of ECN, ELCP, and ELP over twenty independent runs. 0.8455, respectively. Both simulated λ for p = 0.3 and p = 0.5, are close to the value of λ under theoretical analysis (λ = 2.7197 with p = 0.3, and λ = 3.0715 with p = 0.5, for ELCP). The results show that topologies generated by our proposed evolution models ECN, ELCP, and ELP, all display the power-law characteristics, and a larger p indicates a larger λ. Additionally, the R-squared value is a statistical measure of how well the data are to the fitted regression line. A more considerable value of adjusted R-squared implies a greater resemblance to the power-law property [55] . Therefore, the results of R-squared values show that ELCP generates network topologies with power-law properties most obviously, followed by ECN and ELP. We should also note that in equation (5) the maximum node degree is constrained to reduce the energy consumption of node, which increases the inter-connectivity of nodes with small degree, and weakens the resemblance to power-law property. However, the constraint of large degree nodes will balance the energy consumption and improve the network energy-efficiency. Fig. 7 shows changes of degree distributions and regressing analysis results for ECN, ELCP, and ELP under different node densities. The fitting lines indicate that with the increase of H from 600 to 1000, λ of ECN become 2.395, 2.135 and 1.884, respectively; λ of ELCP are 2.405, 2.241 and 2.047, respectively; λ of ELP are 2.371, 2.057 and 1.909, respectively. Our results demonstrate that the power-law properties of ECN, ELCP, and ELP become weaken with the decrease of node densities. Moreover, the higher density of node distribution the more obvious power-law characteristic of SF-WSNs. Additionally, we find that with the increase of H from 600 to 1000, λ obtained through theoretical analysis become 2.194, 1.672 and 1.430, respectively. The theoretical analysis results of λ for ELCP are gradually away from the fitting values of λ, when the node density becomes smaller.
D. FAULT-TOLERANCE
Node failures due to unbalanced energy consumption or external attacks will lead to the destruction of network connectivity. Undoubtedly, this will reduce the efficiency of information collection in WSNs. In this subsection, we assume that the generated WSNs suffer from malicious attacks. The most important node with the largest degree (hub) is repeatedly destroyed. We design a malicious attack strategy to evaluate the fault-tolerance of the generated SF-WSNs. First, the degree of each node is calculated, and the largest degree node is recorded. Then, we remove the node with the largest degree and its links at the same time. Next, the maximal connected subgraph S connected with Sink is obtained, and the node number of S is recorded. We recalculate degrees of all the nodes in S and remove the node with the largest degree together with its links. This process is repeated until the node number in S becomes zero. Our attack strategy can reflect the fault-tolerance of the generated WSNs on networks connectivity against malicious attacks more continuously and hostilely.
According to the previous study in [17] , we proposed a Fault-tolerance(FT ) value, shown in equation (34) , to evaluate the fault-tolerance of the generated WSNs topologies with the malicious attacks strategy presented above. In equation (34), S n represents the maximum connected subgraph connected with Sink after removing the n-th node with the largest degree. |Z | is the initial nodes number before malicious attacks, denotes the total removed nodes number when the nodes number of S becomes zero. Fig. 8 shows the FT values of the initial network topologies (topologies generated in the first round) generated by ECN, ELCP, ELP, ROSE, BA, and EABA with different sizes under malicious attacks. All the results are averaged over twenty independent runs. From Fig. 8 , ELCP shows the largest value of FT in different network sizes, which indicates that it has the best fault-tolerance, followed by ELP and ECN. The FT values of ELCP, ECN, ELP, and ROSE in Fig.8 all show an upward trend with an increase in network size. And, the values of FT achieved by ELCP, ECN, and ELP are much larger than the values produced by ROSE, BA, and EABA. The comparison of the performance of ELCP, ECN, ELP, and ROSE, BA, EABA indicates that our proposed evolution models based on PLT-based link prediction significantly improve the fault-tolerance of network topologies with different sizes.
Additionally, we also study the network fault-tolerance of our models against malicious attacks from removing a proportion of nodes in the initial networks. The nodes with highest degrees and their links in the initial networks are removed gradually. We assume that the proportion of removed node is f , and we can use the relationship between the number of nodes connected with Sink and f , to measure the network fault-tolerance. Fig. 9 gives detailed exhibitions of the changes of node number connected to Sink with different f under malicious attacks. The result is averaged over twenty independent runs. As shown in Fig. 9 , we find that malicious attacks destroy hub nodes seriously. Thus, all topologies generated by the six models collapse quickly. For ECN, ELCP, and ELP, there are 30 alive nodes connected to Sink when ten percents of nodes are removed from the networks. For ROSE and EABA, all nodes are entirely disconnected to Sink when eight percents and seven percents nodes are removed from the networks, respectively. ELCP outperforms all other models and keeps the best fault-tolerance when f increases from one percent to ten percents, followed by ELP, ECN and ROSE. The fault-tolerance improvement of ELCP is achieved, because links among the common neighbors make two nodes connected more tightly and more reliably. The degree capacity is used to limit the link number of each node in ELCP, ECN, and ELP, which also improves the fault-tolerance of SF-WSNs against malicious attacks. It should be noted that, for BA, the nodes number connected to Sink fall to zero when only one percent hub nodes are removed. This problem is caused by the unlimited node degree of each node. The nodes with large degree, especially CHs directly connect to Sink, are severely destroyed, which declines the fault-tolerance of networks generated by BA model. Furthermore, we also study the network fault-tolerance of our models against random attacks from removing a proportion of nodes in the initial networks. As shown in Fig. 10 , we can know that SF-WSNs have higher robustness against random attacks comparing with malicious attacks. Although the fault-tolerance of our proposed PLT-based link prediction models are not as well as that of BA when under random attacks, they outperform ROSE and EABA obviously.
To sum up, the performance evaluations above demonstrate that ELCP is the most energy-efficient and the best fault-tolerant among the six models, followed by ELP and ECN. BA's performance is the worst. The proposed PLT-based link prediction models achieve significant energy-efficiency and fault-tolerance improvement due to the consideration of various local topological structures of PLT in large-scale WSNs. ELCP takes the connections in the community of common neighbors into account when computing connection probabilities between two nodes. It builds a tightly link between two nodes when the community of their common neighbors is well connected. Comparing with ECN, ELP takes further consideration of the local paths whose length are three between two nodes. Therefore, both ELCP and ELP conduct reliable links in SF-WSNs than ECN because of tightly connected topologies between two nodes. The results indicate that local topological structures between two nodes make significant improvements of energy-efficiency in SF-WSNs and have great impacts on network fault-tolerance.
VII. CONCLUSION
In this paper, we have proposed three evolution models, ECN, ELP and ELCP to improve both energy-efficiency and fault-tolerance of large-scale WSNs. First, SF-WSNs topologies are generated in our models to enhance the fault-tolerance against random or malicious attacks. Second, the local topological characteristics of PLT-based link prediction regarding common neighbors, local path and local communities between two nodes are taken into consideration in our proposed models to establish reliable links of SF-WSNs. The PLT-based link prediction can significantly improve the energy-efficiency of large-scale SF-WSNs. Moreover, degree capacity is also used to balance the energy consumption. Simulation results indicate that our proposed models achieve higher energy-efficiency and fault-tolerance in comparison with ROSE, EABA, and BA models. As link prediction based on different local topology structures of PLT can provide a broad range of methods for networks modeling, our work provides new sights for the constructions of large-scale WSNs. He has held programs such as the National Natural Science Foundation of China, the National High Technology Research and Development Program of China, the Nation Class Lighted Torch Plan, and so on. He has published over 300 academic papers, four books, and international standard. He has successfully applied for 10 patents, and received six awards for science and technology from the Liaoning Province and Ministry of China. He received an allowance of the State Council due to his special contributions to the development of education. His current research interests include embedded Internet technology, wireless sensor networks, vehicular ad hoc networks, body area networks, pervasive computing, operating systems, data and information fusion, computer simulation, and virtual reality.
